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Abstract 
Since the evolution of mobile applications (apps) people 
were introduced to rather closed, centralized 
approaches of obtaining apps. In this paper, we argue 
that there is a need to look also for additional de-
centralized approaches, as in some contexts, such as 
disaster situations, a centralized entity might not be 
accessible. At the same time this paper sketches 
negative side effects of a decentralized distribution 
process from the perspective of app providers. In 
particular, we describe two scenarios: to work around 
delayed invoices for commercial apps and to eventually 
gain their source code violating intellectual property. 
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Introduction 
In the recent decade, people use more and more 
mobile services (SMS, Whatsapp, Twitter etc). Not later 
than the evolution of mobile applications, shortly apps, 
people started to download free or commerical apps 
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from application distribution stores (e.g. AppStore, 
GooglePlay); in some cases apps can be downloaded 
from websites, but in most cases those are linked to 
the corresponding application distribution store.  

In the context, of this work we refer to the notion of 
‘autonomy’, as the degree of humans using mobile 
devices (smartphones, tablet computers) to choose 
how to obtain apps. As the authors are knowledgeable 
to Android and iOs, the currently most widespread 
mobile platforms, in the following we focus only on 
these two plaforms.  

Fo iOS people were right away introduced to a very 
closed, non-autonomous system. iOS users can solely 
obtain apps via the itunes AppStore1, unless they would 
jailbreak their phone hindering users to update their 
system in response to security holes. 

The Android platform provides with GooglePlay2 the 
counterpart of the AppStore; Android defines 
application packages as so-called apk files. In contrary, 
to iOS, Android provides some autonomy to its users in 
the sense that open distribution3 is possible. For 
example, via email or a website, or, of course, 
technology-savvy users can interconnect via Bluetooth, 
NFC, or Wi-Fi, and exchange the app. However, the app 
installation will fail—for all of these approaches—unless 
users have not beforehand agreed in their security 
settings to install apps from sources other than 
GooglePlay.  

                                                   
1 AppStore, https://itunes.apple.com/en/genre/ios/id36?mt=8 
2 GooglePlay, https://play.google.com/store 
3 Android Open Distribution, http://bit.ly/1qeVkDq 

This said, this paper calls for more human autonomy to 
choose which way to obtain apps, as platforms like iOS 
or Android give no or only inconvenient options to 
obtain apps exclusive of application distribution stores. 
While distribution stores seem to be a handy and 
prospering business model, it constrains human 
autonomy to previous obtainments of technology. For 
example, on desktop computers or laptops people are 
able to distribute applications via flash medium devices, 
email, chat programs, dedicated web sites etc.  

Dwindling human autonomy due to ‘clouds’ 
In a broader context, distribution stores have another 
negative side effect. People use on a daily basis cloud 
services as AppStore, GooglePlay, or dropbox. While 
the notion of "cloud" might make it not to appear like 
this, but “people have to remember the cloud lives in 
data centers” [5], data centers which might operate 
remotely, only accessible via cloud (i.e. remote) 
services. This means, while the Internet might seem to 
be seamlessly accessible, in particular in urban areas of 
modern societies, we need to remind ourselfes that its 
physical underlying structures still consists of a set of 
“boxes and wires” being delicate to break down, for 
example, in the aftermath of a disaster. Besides, 
disaster situations also people residing in rural areas 
might have no connectivity to cloud services, and thus 
be hampered to obtain apps. Therefore, again to only 
offer a distribution store approach is a very closed, 
centralized business modell, disposing human’s 
autonomy in any other way to obtain apps. 

Coming back to disaster situations, we made two 
observations based on recent incidents. First, people 
adapt everyday apps to become useful in crisis 



 

situations. And second, people request launching 
specific apps in order to enable ad-hoc networking. 

Regarding the latter, for instance, [3] reports that in 
the aftermath of the 2013 Boston Bombings people and 
authorities as well posted Twitter messages conveying 
to share OpenGarden4. OpenGarden is an app that 
facilitates interconnectivity between proximate mobile 
devices via Bluetooth, unless, at least, one device 
provides Internet access to which the other devices can 
tether. With regard to the first observation, protesters 
in Ukraine and Venezuela [4] used an app called Zello5. 
Zello enables users to send short voice messages from 
person to person or to groups. As Zello, has been 
blocked by a governmental Venezuelan network 
provider, the app developer revised the code for 
changing IP addresses, which makes it more difficult to 
block the app. Furthermore, in some areas 
governments block specific web pages. In response to 
this, for example, people in Cuba started to use flash 
devices as a communication medium in order spread 
data from restricted blogs or web sites [7].  

All of these real world examples underline the need 
towards a more open distribution model, which does 
not only rely on a centralized entity as a distribution 
store or a web site, or email provider. In this context, 
in the HCI and UbiComp community Dourish and Bell 
[6] already pointed out that we need to understand 
there is rather a ‘right here’ right now’ than following 
this crying ralley of ‘ anywhere, anytime’, which has 
been pushed since the emergence of the Internet of 
Things vision.  
                                                   

4 OpenGarden Inc., https://opengarden.com  
5 Zello Inc., https://zello.com  

Of course, in most situations people will have access to 
remote data centers or services, but for the rare 
moments were no access is given, which by the way 
might be situations that are dangerous to life, we as 
engineers should think of alternative approaches 
requiring no Internet access. We do not intend to say 
that centralized cloud-based services are wrong, in 
contrary they probably remain to be the most 
convenient approach, although, the Internet its current 
implementation per se is highly centralized [8]. But, 
what we intend is to provoke a discourse on why mobile 
operating system providers do not offer ways to share 
apps in a decentralized manner which would help in 
situations where no connectivity to remote services is 
given or hampered.  

Background 
An emerging set of HCI and CSCW studies, e.g. [9], 
proved the benefits of everyday services (SMS, 
facebook, Sina Weibo, Twitter etc) to share up-to-date 
information on various needs that arise in the 
aftermath of a disaster. However, those studies 
constrain themselves for emergency or disaster 
scenarios in which the network infrastructure 
essentlally survived the adverse effects of a disaster. 
For situations in which the network infrastructure is 
congested or (partly) damaged those cloud services 
become unuseful. Therefore, some research has been 
undertaken to look into specific emergency apps, e.g. 
[2], which enable users to still communicate their 
needs despite, in some range, disurptions of pre-
existing network infrastructure.  

However, at this stage we cannot see any of these apps 
to be pre-installed. Although, some of these apps are 
available in distribution stores, but not reaching a wide 



 

audience, as people in routine rather do not tend to 
download specific emergenchy apps, as usually they do 
not anticipate to ever facing a situation in which such 
apps might become useful.  

Distributions exclusive of the ‘Cloud’ 
The recent work of [1] already describes five different 
approaches of distributing apps through ‘Internet-less’ 
distribution approaches. These five approaches 
basically show work arounds for the Android platform in 
order to distriubte apps requiring no Internet access.  

For freely available apps, except for counting the 
number of downloads, no real damage might be caused 
due to a de-centralized distribution. However, for 
commercially available apps, de-cenrtralized 
approaches, may, very well, hold vulnerabilites on the 
protectition of the intellectual property of app vendors. 
This paper aims to sketch this sort of vulnerabilities.  

Currently, when users download apps from a 
distribution store they authenticate themselves through 
a username/password scheme requiring users to 
register before with an online account. Similarly, for de-
centralized ways of distribution the use of trusted 
certificates could be used to enable secure connections 
between a mobile phone to another mobile phone or an 
ad-hoc router or other devices. However, in this case 
the question arises how people could work around a 
delayed purchasement of commercial apps. In the 
centralized distribution store model, commercial apps 
usually require payment before usage.  

In the following, we assume there would be open 
invoices on mobile phones due to the obtainment of 
commercial apps through de-centralized services. For 

the time being, we can think of two dark case scenarios 
occuring when using a de-centralized approch for 
obtaining apps.  

First, people might on purpose not go ‘online’ after 
having obtained a commercial app through a 
de-centrralized distriubtion approach. Of course, this 
could be counteracted by the use of several strategies, 
as watermarks, blocking the app after a certain amount 
of time, or launches, or clicks. However, in terms of 
commercial apps, which might anyway only be used on 
the short-term, like some games, a blockade may not 
affect the user at all. Or people might be able to 
uninstall and re-install and use the app, unless no 
restriction is put inside the registry. Further, before, 
users need to go ‘online’, they could undertake a 
system reset to an earlier point of time, or even a 
complete reset, which dissolves any hints for 
obligations of open. Of course, the source of 
distriubtion might later go online and transmit data 
revealing the IDs of people with whom s/he shared the 
app, but at some point such linkage of traces might 
become confusing. 

Second, in terms of technology sound people a 
de-centralized distribution approach might be harmed 
by the use of disassemblers. A disassembler is a 
reverse engineering tool, i.e. in detail a computer 
program that supports to convert binary coded machine 
language of an executable program into a rather 
human-readable assembly language. Curently, 
disassembler tools are available, which in terms of 
functionality we have not evaluated, e.g. for Android67. 
                                                   

6 android-apktool, https://code.google.com/p/android-apktool/  
7 A Guide to Debugging Android Binaries, http://bit.ly/1g8fIgS  



 

Disassemblers, theoretically, allow users to receive 
nearly original code. So, besides, harming intellectual 
property, in all the worst case, people may copy the 
code, develop and distribute their own app, and even 
earn money through this. 

Conclusion 
After discussing the dark case scenarios in the previous 
chapter, we conclude this paper with a sort of 
discrepancy in terms of autonomy. While we motivated 
the need for decentralized distribution approaches in 
order gain more human autonomy in the sense of 
obtaining apps, at the same decentralized approaches 
may imply harms to app vendors, and thus constrain 
the autonomy of app vendors. A sort of compromise 
between both sides (users, app vendors) to gain a 
more balanced autonomy in obtaining/distributing apps 
would be, if only free apps can be distributed in a 
decentralized manner. Currently, most disaster apps 
are anyway freely available. Though, for customized 
apps people use in their routine, such as Zello or 
Whatsapp, the question remains how to protect app 
vendor’s intellectual property. So far, with this paper, 
we only sketeched the need and implications of 
decentralized app distriubtion approaches. We hope 
that this contribution sparks further research to 
investigate into this delicate issue. 
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